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1 General description

AN11941

11

1.2

About this document

In this document, only the hints and notes for designing tamper loop, specific to NTAG
213 TagTamper and NTAG 424 DNA TagTamper are explained. All the antenna basics
and design details are explained in AN11276 NTAG Antenna Design Guide [Section 4].

Use data sheet [Section 4] as the base document and apply wherever requires the notes
mentioned here.

Abbreviations

Table 1. Abbreviations

Acronym Description

PICC Proximity Integrated Circuit Card
PCD Proximity Coupling Device

DP Detection Pin

GND Ground Pin
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2 Introduction

NTAG 213 TagTamper and NTAG 424 DNA TagTamper feature a novel tamper evidence
function for identification of unauthorized access, manipulation of a product, package

or system. Tampering attempts are detected and permanently stored into the chip’s
memory and subsequently reported to the cloud. Opened or closed status is mirrored into
the tag’s response (NDEF Message - URL).

NTAG 213 TagTamper and NTAG 424 DNA TagTamper ICs feature four (4) connection
pads. Antenna is connected to the antenna pads of the IC (LA/LB). Tag tamper detection
wire (Tamper loop) is connected the tamper pads (DP/GND). Tag tamper detection wire
connection is checked at each startup.

«|-+— Pull linkage

+—— Detection wire

Figure 1. NTAG 213 Tag Tamper - a Tag

Current status of the wire can be read out by means of a special command. It has two (2)
different tag responses based on open/close status of Tamper Loop.
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3 Guidelines for designing

3.1

3.2

3.21

3.2.2

AN11941

This chapter includes some guidelines which may be considered while designing a
tamper loop. Final characterization of the design must be verified.

Requirements and conditions

Following points need to be considered when designing a Tamper Loop:

1. Requirement 1 - ON/OFF resistance shall not be exceeded. In state of CLOSED
resistance shall be R<50 Ohm. In OPENED state R>1 MOhm

2. Requirement 2 - Induced voltage on Tamper Loop shall not exceed 0.5 V (peak)

Other considerations

Tamper loop material

Tamper loop is constructed from a conductive material. The material and the length of
the loop, shall be chosen to meet requirement Requirement 1.

Overlapping area

Overlapping area can be calculated. This is an intersection area between the Tamper
Loop conductors/wires and PCD’s antenna outer track.

/

overlapping area

L%

.
A S

PCD Antenna

Tamper Loop conductors

Figure 2. Inputs for calculation of overlapping area

The [Figure 3] below, shows how to calculate antenna coverage (overlapping) area
between Tag’s Tamper Loop wires/conductors.
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Figure 3. PCD Antenna Overlapping with Tamper Loop conductor/wire

Main target is to summarize all overlapping areas sizes. Sum of all overlapping areas
shall not be larger than 2.5 cm2, for PCD antenna size Class 6. See [Table 2] for other
PCD antenna sizes.

3.2.3 PCD antenna sizes and mapped field strengths

In the [Table 2], there are values for PCD field strengths and applicable overlapping
area which shall not be larger as stated. PCD field strengths are defined in [ISO/IEC
14443-1:2008/Amd.1:2012, 4.4 (alternating magnetic field)].

Table 2. PCD field strength

Antenna size Huax [A/m (rms)] Allowed overlapping area [cmz]
Mobile devices” average/
. . 1.5 15
estimated antenna size
Class 1 7.5 6
Class 2 8.5 5.5
Class 3 8.5 55
Class 4 12 3.8
Class 5 14 3.3
Class 6 18 2.5
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3.2.4 Additional considerations

1. Avoid large open areas [Figure 4]
2. Avoid tamper loop circumferencing tag’s antenna [Figure 5]
3. Tamper loop wires/conductors shall be positioned as close as possible [Figure 6]

Figure 4. Tamper loop with large open area
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\

Figure 5. Tamper loop circumference
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Figure 6. Tamper loop wires in proximity
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5 Legal information

5.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’'s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes

no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product

AN11941

All information provided in this document is subject to legal disclaimers.

design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for

reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

5.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

NTAG — is a trademark of NXP B.V.
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